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Next-Gen Tech

Industry 4.0

75.44
Billion

connected 
devices by

2025*

Health Care

Enterprise

Home

Critical Infrastructure

Transportation

*Source: https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/

Smart City

https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/


Next-Gen Tech



Next-Gen

Hacking!



About Us



Our Journey
• Over a Decade of impact

• Known worldwide for research, advisories and quality

Community
& 

Conference
Consulting

Securing The Future

Products



Challenges

Regulations and 
Compliance

1. Privacy - GDPR
2. IoT - California IoT security, ETSI, IoTSF...
3. Domain - IEC 62443, PCI, HIPAA...

Zero Days (Unknown bugs)
1. Weaponized Malware
2. Product recall
3. Network breach

Huge Attack Surface
1. Cloud
2. Mobile
3. Hardware
4. Firmware
5. Radio
6. IoT Protocols

Security 
Testing

1. Open source
hobbyist tools

2. Individual protocol 
analysers

3. Limited attack 
surface coverage 
tools Supply Chain

1. Multiple hardware components
2. Third party software and hardware
3. Less visibility into security

Threats
&
Risks

*Source: https://www.statista.com/statistics/471264/iot-number-of-connected-devices-
worldwide/

• Simple Fuzz Testing, Inefficient and rarely 
conducted

Zero Days

• Manual Verification, rarely conducted as most 
guidelines are recent

Regulation and Compliance

• Separate Assessments, multiple tools, manual 
integration of results and chances of missing 
vulnerabilities

Huge Attack Surface

• Manual effort for different interfaces, 
increases timeline due to learning to use new 
tech

Security Testing

• Rarely conducted, assessment adds extra 
effort to the security testing

Supply Chain

https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/


Product - IoT Auditor Platform

• Continuous, scalable and intelligent fuzz 
testing for native Applications/SDKs.

Highly Scalable Fuzz Testing

•Mapping vulnerabilities with compliance 
violations and providing an assessment 
dashboard

Vulnerability Dashboard with 
Compliance Mapping

• Ability to analyse firmware, hardware, radio 
and cloud.

Comprehensive coverage

• Ability to run simple to complex test cases and 
attacks from a single dashboad.

Automated Tests and Attacks

• Ability to analyse blackbox components

Blackbox Assessment

• Simple Fuzz Testing, Inefficient and rarely 
conducted

Zero Days

• Manual Verification, rarely conducted as most 
guidelines are recent

Regulation and Compliance

• Separate Assessments, multiple tools, manual 
integration of results and chances of missing 
vulnerabilities

Huge Attack Surface

• Manual effort for different interfaces, 
increases timeline due to learning to use new 
tech

Security Testing

• Rarely conducted, assessment adds extra 
effort to the security testing

Supply Chain



Product - IoT Auditor Platform

► Vulnerability Dashboard
► Potential Vulnerabilities
► Known Vulnerabilities (CVE)
► IoT Compliance Mapping
► Hardware Scans
► Firmware Scans
► Radio Scans



Security Services

Penetration Testing

Advisory

Source Code AuditRed Teaming

Secure SDLC

Security Training

Fintech / BFSI

Telecom

Medical

Industrial Control Systems

Automotive

E-Commerce

Manufacturing



ISO 17025 Certified - IoT/Hardware Security Lab



Case Studies

Bypassed Android MDM using Electromagnetic Fault
Injection by a USD $1.5 Electric Lighter

• Firmware Extraction
• Infra Red Command Injection 
by eavesdropping Device Firmware Upgrade of 
an X-Ray Machine

Complete takeover of a Smart Facility Management 
Product  focused on data center, building energy 

management, by combining hardware and cloud bug.



Traction

► Winners – IoT Security Foundation Global Champion Award 2021

► 1st Runner-up – MEITY/DSCI Cybersecurity Grand Challenge 2021

► Open-Source Downloads (pypi only) ~ 800 Per month

► Talks, Workshops delivered at Premier events

► Contributing Member of ISO, BIS, TEC – DOT, IoXt Alliance, IoTSF

▪ ISO – 27400, 27402

▪ TEC, DOT – Code of Practice for Securing IoT

~800
Downloads 
per month



Aseem Jakhar (Co-Founder)
Email: info@payatu.io
Website: https://payatu.io
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